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Common types of rental scams

Warning signs to watch for

Tips for safe and smart renting

What to do if you've been scammed

Real Case Study
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COMMON RENTAL SCAMS IN HONG KONG

Type , Feature

 1.Scommerspostnon-existentor unavailable properties online.
Yake Lis{;ings 2. Photosmaybe stolenfromotherlistings.
3. Pricesareoftenunusuallylowtoattractvictims

I.Fraudsterspretend tobelicensed agentsor propertyowners.

\mpersonationof Agentsor
Landlords

2.They may use fake names, stolen \Ds, or even wear uniforms to appear
legitimate

1.Victims are asked topaydepositsorrentinadvancebefore seeing the property

Up'fVOI’\{'. qumer\’c chms or signinga lease.
2. Oncepaid,the scammer disappears

1. Thepropertyshownor promisedisdifferent fromtheone actuallyrented.

iy _Switc
Bait-and Switch 2.Victims mayonlydiscover the switchafter payment or move-in
1.Scammers use Al-generated listings, fake websites, or social media ads to
Tech-Enhanced chms appear professional.

2. Thesescamsareharder todetect due to their high—qualitypresentation
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Rent that seems

Landlord or agent

SIGNS OF
RENTAL
SCAMS
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VERIFY ON THE
ESTATE AGENTS AUTHORITY
(EAA) WEBSITE.

ASK FOR DOCUMENTS

LANDLORD ID

AND

PROOF OF OWNERSHIP.

J/

VISIT
THE
PROPERTY

BEFORE PAYING OR
SIGNING ANYTHING.

ENSURE IT’S STAMPED BY THE
INLAND REVENULE DEPARTMENT.



https://www.eaa.org.hk/en-us/Licence-list
https://www.eaa.org.hk/en-us/Licence-list
https://www.eaa.org.hk/en-us/Licence-list
https://www.eaa.org.hk/en-us/Licence-list
https://www.eaa.org.hk/en-us/Licence-list
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\fyou suspect thatyou’ve fallenvictimtoarental scam,act quickly. The sooner yourespond,
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\'LHAT TO DO IF YOU’RE SCAMMED

the better your chances ofrecoveringyour moneyor preventing further harm.

CLICK HERE
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https://www.adcc.gov.hk/en-hk/home.html
https://www.adcc.gov.hk/en-hk/home.html
https://www.adcc.gov.hk/en-hk/home.html
https://www.adcc.gov.hk/en-hk/home.html
https://www.adcc.gov.hk/en-hk/home.html
https://www.adcc.gov.hk/en-hk/home.html
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What are the key takeaways
of this case?

Never pay before viewing a
property in person or through a
verified agent.

Use university-recommended
housing platforms.

Be wary of urgent or “too
good to be true” deals,
especially on social media.

Report scams immediately to
police and your university's
student affairs office.

RENTAL SCAM TARGETING MAINLAND CHINESE STUDENTS (2023)

OVERVIEW

VICTIMS

LOSSES

SCAM METHOD

PLATFORM USED

In 2023, a smaller but impactful scam emerged targeting mainland Chinese students newly

arriving in Hong Kong for university. The scam involved fake landlords advertising attractive

rental deals near major campuses.

1. Estimated 30-40 victims, mostly first-year students at universities. §§;§E§

2. Victims were unfamiliar with Hong Kong's rental laws and often lacked local contacts.
A

1. Individual losses ranged from HK$10.000 to HK$50.000.

2. Total estimated losses: HK$1.2 million.

1. Scammers posed as landlords or agents and posted listings for non-existent or already-
occupied flats.

2. Victims were asked to pay deposits and first month’s rent via bank transger or mobile
payment apps hefore viewing.

3. In some cases. scammers disappeared after receiving payment. or the address provided led to a
real flat with no connection to the scammer.

1. WhatsApp. Facebook Marketplace. and Xiaohongshu.
2. Listings often included staged photos or images stolen from legitimate property sites.


https://www.dotdotnews.com/a/202305/25/AP646e131ae4b08eeabfd4a53e.html
https://www.dotdotnews.com/a/202305/25/AP646e131ae4b08eeabfd4a53e.html

RENTAL SCAM TARGETING UNIVERSITY STUDENTS IN HONG KONG (2025)

QuICK

TIPS In early 2025, Hong Kong police dismantled a criminal syndicate that had operated for approximately nine

months. defrauding over 150 victims—primarily international students and Top Talent Pass Scheme

OVERVIEW
holders newly arrived in the city. The group posed as landlords. illegally sublet properties. and advertised
non-existent flats, resulting in total losses exceeding HK$13 million.
VICTIMS 1. Cver 150 victims, with 60% being mainland Chinese university students.
What are the key takeaways 2. Victims were unfamiliar with Hong Kong's rental system.
of this case?
Al . . Total losses: HK$13 million.
wavys verify property ownership LOSSES

Individual losses: HK$100.000-HK$300.000.

before paying rent.

Be cautious of social media listings
and unusually low rents.

1. Syndicate members rented flats using borrowed identities.

2. They posed as landlords and sublet units without owner consent.
SCAM METHOD 3. Some listings were completely fake.

4. Victims were asked to prepay up to a year's rent at discounted rates.

Avoid prepaying large sums without
legal safeguards.

5. Student agents were recruited to promote listings and conduct viewings.

Report suspicious activity to
authorities immediately.

1. Instagram and Xiaohongshu were used to: Advertise listings.
PLATFORM USED  Showcase luxury lifestyles to lure agents and victims.
Promote fake commission schemes.
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https://www.scmp.com/news/hong-kong/law-and-crime/article/3298811/hong-kong-police-arrest-11-over-targeting-arrivals-hk13-million-rent-scam
https://www.scmp.com/news/hong-kong/law-and-crime/article/3298811/hong-kong-police-arrest-11-over-targeting-arrivals-hk13-million-rent-scam
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The content of these notes is provided solely for general
informational purposes and may be subject to changes
without prior notice. EdAUHK makes no express or implied
warranties regarding the accuracy, completeness.
timeliness, or suitability of the content. To the fullest
extent permitted by law. EdUHK. its staff. employees,
agents. or authorized representatives shall not be liable

fFor any direct, indirect. incidental. consequential,
punitive, or special damages arising from the use of or
inability to use these notes. including but not limited to
loss of data. income. goodwill. or any impact on personal

decisions. Users agree that they assume all risks
associated with the use of these notes. If these notes

contain third-party materials, citations, or external
links, they are provided solely for reference. EdUHK does
not guarantee the accuracy. compliance. or availability of
such third-party content and assumes no responsibility
For any issues arising from their use.




